PART A: CLAIM
ittap‘::towww.baruch.cuny.educunym YO U R C U NY FI R ST
t/students.html | AC C O U N T

Baruchcolece | WES . :
Baruch Computing and Technology Center (BCTC) Once yOU Cl.alm your CU NYFlrSt aCCOUTTt, yOU

will gain access to your final grades (unofficial
transcript) and your complete CUNY record,
including other College Now programs. If you
later attend CUNY as an undergraduate or
graduate student, this same account will
remain active. With your CUNYFirst username
and password, you can also log into
Brightspace, the platform where you will find
your College Now course materials and

CUNYfirst @Baruch

Select the Orange button
“LOG IN” assignments.

2) You’ll be directed to the CUNYFirst 3) Enter your Personal Information
Portal
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Select “New User” found at
the lower left side

e You MUST use dashes when entering your date of birth (Ex; 01-07-2005)

e |f you did not provide your SSN as part of your application, you will need to
request your CUNY Assigned ID Number from a staff member or by emailing us
at (collegenow@baruch.cuny.edu)

Sometimes students believe they submitted their SSN, but it does not work
when entered. If you are certain you are entering the correct last four digits,
please let a staff member know so we can verify

Click “Continue” once you’re done
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https://bctc.baruch.cuny.edu/cunyfirst/
https://bctc.baruch.cuny.edu/cunyfirst/
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4) Email Address
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On this page, you’ll see your personal email listed.
e |f the email highlighted in blue is correct and you can access it, just click
“Continue”
If the email is not correct or you want to update it, type your new email under “New
Email Address” and “Confirm New Email Address.”

An email will then be sent to the address you entered with a link. We recommend logging
into this email on a computer (to avoid technical issues), but you can also use your phone
if that’s easier for you.

5) Create Password 6) All Set!

ASSWORD Select “Continue” and then fill
- s IS et out 5 Security Questions

CUNYFirst is very picky about passwords
and has a few rules you need to follow:

It must be at least 13 characters long Continue and your all set! You will
It must include at least one number be given your CUNY Credentials

It must include at letast one special which is your CUNY Username and
character (example: ¥, |, @)
EMPLID

It cannot include your name
It might take a few tries to create one Using these credentials (the
that works. If your password idea doesn’t username and password you
go through, it’s usually best to scrap it created) you can search up CUNY
and come up with a brand new one Brightspace and log in to access
Ingfzee your course and assignments




1) Go to
https://ssologin.cuny.edu/oaa/rui

CUNY Login

o

The CUNY Login Page Displays
Log In using your CUNY
Credentials

If you are prompted to share your
location with ssologin.cuny.edu,
click Allow.

An Oracle Access Manager page is
displayed with a confirmation
message with the instructions to
click OK to continue.

2) Click OK to acknowledge the
message
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An Oracle Identity Management
page is displayed, asking you to
grant access to continue.

Click Allow to continue.
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PART B: SETTING
UP MFA
(MULTI-FACTOR
AUTHENTICATION)

3) The “Hi, what are you managing
today?” page is displayed

Hi, what are you managing today?

Click Manage in the “My
Authentication Factors” tile.

4) The CUNY Login Advanced
Authentication — My Authentication
Factors page is displayed

w CUNY Login Advanced Authentication

Linversal Authenticator

@.

My Authentication Factors

Add Aurhemecanan Factor

e Click on Add Authentication Factor
to display the list of authentication
factor methods

e Choose Mobile Authenticator - TOTP
(Time-based One-Time Password).



https://ssologin.cuny.edu/cuny.html?bmctx=DB71FA6A1A1992007035803EA2D23D929C79124ECD1BEC05DD8597528E19FBBF&password=secure_string&contextType=external&OverrideRetryLimit=1&ChallengeRedirectMethod=GET&username=string&challenge_url=https%3A%2F%2Fssologin.cuny.edu%2Fcuny.html&request_id=-6099783616285224942&authn_try_count=0&locale=en_US&resource_url=https%253A%252F%252Fssologin.cuny.edu%252Foam%252Fpages%252Fconsent.jsp%253Fstate%253DYW5lSDVvaEVwNk9NSGFVY3RLWTIxZz09fk1YYyswV0s5MmN5ai92eVNRNDlFMkZTQWVEOUlad001K2ZsYjNrTjhKUktMYVppUG1QVTYwMGc0WnNsbWpnRkgvMVdTOGhBa0VvNUpGZThGOUNjNjdLNUVYSGUrNG9oWHVNQVJySW5TNjFHcUtYSSttdmpXVExsTWVDVEtNbWh0VE1jczVTZlNlOWx3ZjB0QTBUdVNOQXhLcm92NHhacWdpVzM5Z3kzWUVmbE1mbjRGL2MrNFdwQWV5ait2YUQ4SEluU0k3L0lsR01CNHZ1OEo1YnlzK011M1RNMTYzb2x1Zy9iRXRrL3FBUE09%2526scopes%253Dopenid%2526client_id%253DCUNYMFAClient%2526domain%253DCUNYMFADomain%2526nbcheck%253Dfalse

5) The CUNY Login Advanced
Authentication - Setup Mobile
Authenticator page is displayed.

Setup Mobile Authenticator

In the Friendly Name field, type
“CUNY Login MFA”

6) Download and Open Microsoft
Authenticator on your mobile phone

Tap Verified IDs at the bottom
of the page or the circular
button above it.
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7) The Microsoft Authenticator
Verified IDs page is displayed
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Tap Scan a QR code.

¢ Scan QR Code
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The Microsoft
Authenticator Scan QR
Code page is displayed.

College Now
and Collaborative
Programs




4 Baruch
COLLEGE

College Now
and Collaborative

Programs

8) Use the camera window on the Scan QR Code page R Gey -

to capture the QR code displayed on the CUNY Login Authenticator
Advanced Authentication - Setup Mobile Authenticator

page on the computer.

Setup Mobile Authenticator

This sets up a new MFA account in
Microsoft Authenticator, having the
friendly name you entered with a
time-based one-time password
(TOTP) code that changes every 30
seconds. A count-down timer
indicates how much longer the
password code remains valid for
authentication.

9) On the CUNY Login Advanced Authentication - Setup Mobile Authenticator page on
the computer, click Verify Now.

e A Verification Code field is added to the CUNY Login Advanced Authentication
e Enter 6 digit code and click Verify and Save




PART C: CLAIM

1) Go to
https://bctc.baruch.cuny.edu/stude YOU R
nts/lookup-your-baruch-accounts/ BARUCHMAIL

cookup Your Baruch Username And BaruchMail

o Srodonn Baruch College Now Students are

Your Baruch Username can be used fo login nto he folowing expected to use their Baruch email

: - address when communicating with

their professors. Your Baruch
username and password (same

B password as your Baruch email) allows

you to login to campus computers and

access campus Wi-Fi and printing.

Your BaruchMail will get you access to:

CUNY EMPLID

R 3) Default Password

To log in using your username or email,

you must use your default password.

Your default password is yyMmmdd of
your DOB + Last 4 of SSN.

Enter your Last name, EMPLID
(provided in Part A), and DOB using
slashes (Ex; 01/07/2005)

For example, if you were born on
January 1st, 1990 and your SSN was
Your Baruch Username and Email are found below XXX-XX-1234, your default password
would be: 90Jan011234

2) Baruch Accounts

Baruch Username: n.

Baruch Email: N INEG_—— cbharuchmail. .ed . . q
o Reminder: If you did not provide a

Social Security number as part your

application, you must enter the last 4

se Your Baruch Username dlglts of your CUNY ASSigned ID
e number instead.

to access the WIF

LEASE MAKE A NOTE OF THE FOLLOWING INFORMATION

Please note: Download Outlook on your mobile

e You will be given your Baruch Username device and use your Baruchmail and
(NOT your CUNY Username outlined in Default password to Login
Part A) and your Baruch Email

e The Baruch Username can be used to log
onto Baruch Computers or the Wifi
(Baruch)

e The Baruch Email can be used to log onto

Outlook to receive emails from professors
and College Now BEI]’dCh College Now

and Collaborative

O |_ |_ E G E Programs

All set!



https://bctc.baruch.cuny.edu/students/lookup-your-baruch-accounts/
https://bctc.baruch.cuny.edu/students/lookup-your-baruch-accounts/

